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EThere is a common perception that VoIP (Voice Over Internet Protocol), based on the 

open standards of the Internet, has increased security vulnerability over traditional 

phone systems, particularly when it comes to the issue of intercepting a conversation. In 

actuality, this is not the case. 

VoIP is based on technology that converts your voice into data packets that are in turn 

sent over your network along with conventional corporate data. In order for a 

conversation to be intercepted, an intruder first must gain access to the local area 

network. The intruder must then hope the VoIP vendor uses a standard compression 

algorithm that he has the ability to decode. Keep in mind, one voice packet will only 

have a fragment of an actual conversation. Unless someone can intercept and decode all 

of the packets, the possibility of corporate espionage is remote.

Now compare this to a traditional TDM (Time-Division Multiplexing) network. It’s true 

that TDM is a closed circuit-to-circuit system. However, if someone does tap into the 

system trunks they will have access to every outbound conversation in an entire 

building. And they will need a comparatively simple level of technology in order to do 

it. When you look at the complexity involved between breeching a TDM system or 

breeching a locked down, secure VoIP system, VoIP quickly becomes a very attractive 

option.

VoIP: What are the legitimate risks?
There are some legitimate security risks that must be considered when deploying VoIP, 

but they are the same risks that your company has probably been dealing with for years. 

Rather than the interception of a voice communication, the more prevalent security risk 

with VoIP is that of a malicious, generalized attack. If an attacker deploys a virus or 

worm to your corporate data network, then it will affect your VoIP communications as 

well. 

A second type of common threat is a direct attack from someone within your 

organization, such as a disgruntled employee. This type of person might have access to 

the proprietary technology that your VoIP solution is deployed on, and they can tailor 

their attack to match the vulnerabilities of the system.

How to Protect Yourself
There are many methods available to protect yourself from such attacks, and 

most are best practices that you should already be employing to secure your 

existing data network. 
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Data encryption methods and firewalls are always a good start, but you might want to go a 
step further and look at your network itself. Microsoft Windows is the most widely-used 
operating system in the world for business applications. As such, the overwhelming 
majority of malevolent entities target this system. Switching to another platform reduces 
your risk by the simple fact that you are removing yourself from the hacker’s crosshairs.  
Linux is an operating system in the unique position of offering robust security 
inexpensively. Also, VXWorks is a solid OS worth considering in this regard. This 
industrial-quality platform is found in everything from automotive applications to 
pacemakers, and is currently employed by NASA in the space shuttle program. your 
workforce, they can remain completely connected to your voice and data network, even 
from a remote location. An employee can be working from home, and yet still be reached 
at the same phone extension and email address they use in the office.

Another issue to consider is the access level of remote users. The number of remote users accessing 
your system can exponentially increase your risk of security exposure. There are many common 
security methods, such as limiting remote user access and requiring remote user verification, which 
can greatly reduce your risk. But each of these methods normally has a corresponding cost, both in 
dollars and in workflow impediments, which must be taken into account. We recommend 
performing both a security and usability analysis for any new remote user procedures you wish to 
put into place.

Finally, you must always keep an eye on internal threats. The same HR policies that protect you 
from fraud and other criminal issues can be used to protect your phone system from attack. Just as 
you probably kept your old TDM infrastructure under lock and key, you should also do the same 
with your data center. Background checks, access controls and personnel screening are all effective 
methods to keep you private phone conversations private, and to maximize uptime for your VoIP 
phone system.
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